
What Is BEC?

Business Email Compromise (BEC) is a sophisticated 
fraud scheme targeting businesses of all sizes that perform 
transfer-of-funds requests. The perpetrators usually send a 
carefully crafted email to the victim requesting payment be 
made via wire transfer.

The two most common methods of exploitation are:

• Payment request from a company executive.
• Invoice from a supplier or business partner via spoofed 

email address.
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Why Should BEC Concern You?

BEC is one of the most financially damaging online crimes 
with global losses of about $8 million per day.

The perpetrators carefully monitor and study their selected 
victims prior to initiating the scam. They often have hacked 
into someone’s email and use this information to plan their 
attack. They sometimes contact potential fraud victims 
via telephone under false pretenses to obtain information 
and increase the effectiveness of the scam. And they have 
been known to launch these attacks when they know the 
CEO or CFO is traveling and therefore not easily available 
to confirm the request.

Once the criminals receive the money, they work quickly to 
get it out of the receiving account. If not reported to your 
financial institution within 24 to 48 hours, there is little to no 
hope for recovery.

What You Need to Know About

Business Email 
Compromise (BEC)
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What You Can Do About BEC

Defending against BEC requires establishing and following 
clear procedures for handling money transfer requests; 
training employees on this type of fraud, the warning signs, 
and to be suspicious, diligent and ask questions regarding 
any money transfer requests; and minimizing fraudsters’ 
ability to compromise, spoof or access your email.

• Require confirmations for all email transfer requests—
even from a boss or other executive. Do not reply to an 
email or use the phone number in the email, call using 
a known phone number to get a verbal confirmation. 

• Do not post executive’s travel plans on social media or 
company websites or provide their travel schedules to 
unknown callers. 

• Develop a special way to confirm requests for 
employees that frequently travel and are authorized to 
request funds transfers.

• Implement dual approvals and limit the number 
of employees who have the authority to submit or 
approve wire transfers. 

• Use a purchase order model for wire transfers to 
ensure that all payments have an order reference 
number that can be verified before approval.

• Be suspicious of requests for secrecy or pressure to 
act quickly without confirming all the facts.  

• Ensure payments and payment requests are 
consistent with previous ones including the timing, 
frequency, recipient, and country to which prior wires 
have been sent.

• If the request is from a vendor, check for changes to 
business practices e.g., means of request, mode of 
payment, requestor’s email address and changes of 
mailing address or account information.

• Look carefully for small changes in email addresses 
that mimic legitimate email addresses. For example, 
.co vs. .com, abc-company.com vs. abc_company.com, 
or hijkl.com vs. hljkl.com.

• Have a second person review suspicious emails. 
• Establish a company domain for email instead of 

using open source email services such as Gmail. Also 
register slightly different domains that might be used 
to spoof company email.

• Program your email system to automatically flag 
emails coming from outside domains to warn 
employees that it didn’t come from your domain. 

• Disable webmail or limit accessibility by implementing 
VPN and multifactor authentication.

Where You Can Report BEC

If your organization is the victim of a BEC, contact your 
financial institution immediately to increase the chances 
of recovering at least some of the funds. You are also 
encouraged to file a report with the FBI’s Internet Crime 
Complaint Center (IC3) at https://www.ic3.gov/Home/BEC. 

When reporting the incident, identify the complaint as 
“Business Email Compromise” or “BEC” and provide:

• A general description of the crime, how and when it 
occurred

• Header information from the email message sent to 
request the funds transfer

• The specific wiring instructions, including beneficiary 
and account details for where the transfer was to be 
sent

• Attempted and actual loss amounts
• Details on when and how you believe you were 

defrauded
• Other relevant information you believe is necessary to 

support your complaint

Keep all original documentation, emails, faxes, and logs of 
all communications. You will not be able to add or upload 
attachments with your IC3 complaint if it’s filed online; 
however, you may need it in the event you are contacted by 
law enforcement.

Where to Find More Information About 
Business Email Compromise
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https://www.fbi.gov/scams-and-safety/
common-scams-and-crimes/business-

email-compromise


