FRAUD PREVENTION TIPS FOR BUSINESSES

What You Need to Know About

Ransomware
What Is Ransomware?

Why Should Ransomware Concern You?

Ransomware is a type of malicious software that encrypts
data on a computer, making it inaccessible. A cybercriminal
then holds the data hostage until a ransom is paid.
Cybercriminals may also pressure victims to pay the
ransom by threatening to destroy the victim’s data or to
release it to the public.

Ransomware is a growing and expensive problem. In 2020,
the FBI’s Internet Crime Complaint Center (IC3) received
2,474 complaints identified as ransomware with adjusted
losses of over $29.1 million (up from $8.9 million in 2019).
Many of these incidents resulted in significant network
downtime, delayed services to constituents and customers,
and costly remediation efforts.

The ransom demands are usually in the form of
cryptocurrency, such as Bitcoin, and can range from
as little as several hundred dollars up to several million
dollars.

Victims of ransomware risk losing access to their
systems and files. In many cases, they may also
experience financial loss due to legal costs, purchasing
credit monitoring services for employees or customers,
or ultimately deciding to pay the ransom. Tragically,
ransomware attacks have even caused many businesses
to fold.

The most common means of infection are:
• Email phishing campaigns wherein malicious
attachments/links are sent in an email.
• Network intrusion through poorly secured ports and
services.
• Exploiting software vulnerabilities.

Additionally, IT and other business service providers are
targeted to push out ransomware to multiple entities.
The cybercriminals first compromise these vendors and
then exploit the trusted vendor-customer relationship to
disseminate the ransomware.
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What You Can Do About Ransomware

Where You Can Report Ransomware

Defending against ransomware requires a holistic, allhands-on-deck approach. Given that phishing is one of the
primary means for ransomware, everyone should:

If your organization is the victim of a ransomware infection,
follow your organization’s incident response procedures to
report it. The FBI urges you to report ransomware incidents
to your local field office or the FBI’s Internet Crime
Complaint Center (IC3) at https://www.ic3.gov/Home/
Ransomware.

1. Think before clicking on email links or opening
attachments.
2. Verify the sender of an email containing links or
attachments before clicking, opening or providing
credentials.
3. Resist letting the apparent urgency of an email cause
you to forget to do steps one and two.

Alternatively, the Cybersecurity and Infrastructure Security
Agency (CISA) provides a secure means for constituents
and partners to report incidents, phishing attempts,
malware, and vulnerabilities. To submit a report, visit
https://us-cert.cisa.gov/report.

Due to the effectiveness of well-crafted phishing emails
and drive-by downloads from otherwise legitimate sites,
ransomware infections are not entirely preventable.
However, the risk of ransomware can be significantly
reduced. The first place to start is to keep all your
computers, devices, and software patched.

Where to Find More Information About
Ransomware
https://www.cisa.gov/stoporansomware

Organizations should also implement cybersecurity
policies and procedures, and conduct cybersecurity
user awareness and training. Employees should be
provided with guidance on how to identify and report
suspicious emails, activities or incidents. Ideally, an
awareness program would also include organization-wide
phishing tests to gauge user awareness and reinforce
the importance of identifying potentially malicious emails.
When employees can spot and avoid malicious emails,
they help protect the organization.
The most effective strategy to mitigate the risk of data loss
resulting from a successful ransomware attack is having
a comprehensive data backup process in place. However,
backups must be stored off the network and tested
regularly to ensure integrity and assess the amount of time
it takes to retrieve and restore them.
The FBI does not encourage paying a ransom to criminal
actors. Paying the ransom does not guarantee that your
files will be recovered or that the criminals won’t demand
additional ransom to not release confidential information
they’ve also exfiltrated. Additionally, paying a ransom may
embolden adversaries to target additional organizations
and encourage other criminal actors to engage in the
distribution of ransomware or otherwise support these illicit
activities.
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